








THE ACCESSDATA PLATFORM FAMILY OF PRODUCTS

Enterprise eDiscovery

Information
Assurance

Network
Investigator

AccessData Enterprise is a digital investigative platform enabling forensically sound digital investigation, incident response,
remediation, auditing and collection across your enterprise — all from a central location. This enterprise-class collection of products
is designed to allow you to expand your investigative capabilities as your needs grow and evolve. The following enterprise

building blocks fit together to meet all your investigative needs.

AccessData Enterprise

v No scripts — all functionality is in the GUI.

v" Oracle database backend allows you to handle massive data sets.
v Case information s stored in the database.

V" True Auto Save/Recovery functionality.

v Forensically acquire RAM and devices.

v’ Schedule bulk acquisitions of RAM and devices.

v" Integrated Incident Response Console — correlate processes,
sockets and ports in a single view across nodes.

v Right click process kill functionalty.

v" Advanced processing power enables automatic and selective
analysis of data.

v" Wizard-driven processing, filtering and reporting.

AccessData Information Assurance (coming Soon)
Enhances identification of compromised hosts, enables

large-scale data auditing and secure remediation.

v Proactively identify changes to machines across time.

v" Pinpoint the source and extent of a security incident,
whether a data leak or malware outbreak.

V" Generate rich reporting on the state of nodes, identifying
unknown and unauthorized processes.

V" Perform large-scale data audits, mapping where data lives,
who owns it and what it is.

v Perform secure file collection and remediation, and replace
expired or privileged data with stub documents pointing to
an alternate location.

SilentRunner®

Visibility into network traffic to complete the investigative picture and
properly remediate security breaches, data theft and policy violations.

v Works with AD Enterprise to deliver 360-degree view into all data —
host-based static data, RAM and network traffic data.

v" Advanced visualization graphically illustrates nodal communications
and data propagation.

v On-demand incident playback allows you to replay events exactly
as they occurred.

v Forensically record and analyze massive amounts of network data.
v Monitors more than 1,500 services and protocols out of the box.

v Dramatically improve your ability to identify perpetrators and
determine root cause.

AccessData Lab

Enables collaboration among a virtually unlimited number of people,
whether a team of skilled investigators or a diverse group with varying
Skill sets.

4 Supports restricted roles and granular data views.
v Rich workflow with task management.

v" Distributed processing.

4 Multi-organizational collaboration.

v Detailed logging of all operations.
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